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SECTION 1 — INTRODUCTION

This document contains the results of the first year of activity of WPI.6 Integral.

WPI.6 is NEWCOM++ workpackage aiming at Information Society Trends and General Requirements
Analysis. According to the WPI.6 aims, the present document attempts to depict the scenario for ICT
technological trends providing an original framework that starts from the individual needs and extends
to considering the current evolution in the ICT sector, with a special focus on the European context,
testified at first by the actual topics under investigation within NEWCOM++.

This deliverable represents a first interface through which NEWCOM++ can receive inputs and
interact with stakeholders and users in the information society at large, with the objective to draw from
the outside those requirements, constraints, and inspiration that can help enhancing integration among
the Research WPs of the JPA. Accordingly, specific objectives of this report are to analyse the
foreseen medium-long term evolution in Communication Technologies, and to identify major trends in
applications, services, and system architectures, keeping in due consideration the constraints given by
economic, regulatory, and standardization contexts, with an eye to extract common theoretical and
practical challenges. In doing so, a large variety of advanced, ubiquitous wireless
communication systems and networks are embraced in view of their possible exploitation in consumer,
professional, and institutional markets.

To tackle this challenging aims, the first input for the present deliverable has been obtained through
the collection of potential R&D innovative concepts from NEWCOM++ Research workpackages, with
the corresponding goals, potential users, requirements (both general and specific, on services,
applications, architectures, networks, links, equipment), constraints (in terms of technology, economy,
regulation and standardization), foreseen impact and risk. This has been achieved through a survey of
ideas conducted within the WPRs leaders, the result of which is reported for completeness in the
Appendix to this deliverable. The collection of Innovative ICT Concepts resulting from the survey has
formed the basic material to be shaped in identifying the overall ICT trend panorama.

The document starts from an analysis of Personal Needs and their potential satisfaction through
Information and Communication Technologies (ICT). The ICT trends in Europe are reviewed, with
emphasis on future Internet aspects and wireless technologies. We consider information and learning,
environmental fitness, social interactions, working life, transactions, entertainment, security, privacy,
and health and wellness. We discuss the view of the European Commission, with focus on the Future
Internet and the Internet of Things, as well as the underlying technologies. In essence, Section 2 serves
as a reference framework, based primarily on information coming from outside of the project.

Then, in Section 3, we enter into the heat of the game by producing our own view and interpretation of
the (r)evolution caused by the introduction of ICT technologies into our society. We introduce the
concept of the “DNA of ICT evolution”, built upon two major meta-trends, identified as
personalization and distribution. We then show how these two filaments support, and are supported
by, ten major trends: ideal performance, ubiquity, flexibility, complexity, cognitivity, opportunism,
cooperation, security, miniaturization, and convergence.

Finally, in Section 4 we show how the WPs of NEWCOM-++ are contributing to these major trends,
which gives a clear picture of the potential impact that the scientific research endeavours in
NEWCOM++ really have.
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SECTION 2 — PERSONAL NEEDS AND THE ICT EUROPEAN CONTEXT

A good starting point to describe the overall picture of the ICT European context is to consider the
society conditions in which the ICT evolution and innovation are taking place. Thus the focus is firstly
put on the individual, in line with the approaches undertaken in parallel by other policy programmes in
Europe, among which it is worth citing the AAL (Ambient Assisted Living) programme as the
champion for focused attention on the human being [1].

Indeed, the individual person is always at the centre of any societal development, because any
transformation translates necessarily into modifications of personal habits, and often is actually resting
upon their intrinsic nature. Re-interpreting in a more modern key the classical approach by Maslow [2]
who modelled the personal necessities through a universally famous pyramid, needs can be grouped
into 8 major categories as described in the map in

Figure 1. Of course, classification of human needs under these discrete classes is not a simple task,
with the unavoidable result that often an overlap between different needs can be detected, a fact that is
inherently related to the complex nature of human beings coupled with the degree of subjective
interpretation that is different for different people.

health & wellness information & learning

security & privacy environmental fithess

Personal

entertainment needs social interaction

transactions working life

Figure 1 — The map of personal needs

It is interesting to note that each of these 8 categories of needs can be linked to a series of clear trends
in the current ICT European arena. Accordingly, insight into this classification is a useful starting
point to guide us towards the identification of the ICT trend roadmap, as described in the following.

2.1 Information and Learning

Information and Learning is the natural need for knowing, being up-to-date and informed anytime and
anywhere, which has assumed a particularly compelling connotation in recent years with the rapid and
capillary diffusion of Internet applications. In the digital era, the person is more and more eager to
reach rapidly and efficiently all contents he/she needs in a precise moment, at home, at work, on the
move. This trend is confirmed by the interest towards the creation of digital libraries in the current
European research framework programme, and by the advent of new applications aiming at satisfying
the user thirst for receiving information and learning in remote areas, in the form of e-learning.
Notably, these trends are first responses to the social challenge of inclusion, which contributes in
avoiding person isolation from society through e-inclusion mechanisms. As broadband becomes a
necessity of daily life (broadband for all), the impact of information exclusion for citizens that do not
have broadband access or who cannot afford it will be dramatic. Today’s digital divide may become
tomorrow’s social-exclusion.

2.2 Environmental Fitness

Environmental Fitness is a broad interpretation of the necessity for any human being to adapt the
surrounding ambient to its habits in order to allow comfortable living. This need is mapped onto a
series of ICT trends that can be identified in the current picture. First of all, mobility reflects the
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possibility for the user to communicate, work, be entertained, and more generically reach the outside
world while being on-the-move, a very popular and wide-spread tendency among users of all kinds
(from consumer to professional and institutional). Ubiquitous multimedia communications have been
the key to third generation cellular standards, and foreseen to become even more attractive in the next
future. The current trend towards info-mobility is a specification of the wider mobility concept,
consisting in the distribution of information to passengers of various transport means. The most
relevant example is that of car passengers, which opens the way to more sophisticated applications
such as Automatic Vehicle Monitoring or intelligent cars (the Intelligent Cars Initiative, i2010 [3]).
Ambient awareness is another form of environmental fitness, integrating aspects of ambient
intelligence into context awareness systems. A key role is played by navigation systems, such as GPS
or the European Galileo, which enable location-based services. In this scenario, ambient awareness
consists in computer mediated communication systems that help people maintain a peripheral
awareness of others, translating into connections between households and mobile individuals, with
automatic capture capabilities of awareness information and with a pervasive topology in the
environment. Finally, the process of adaptation of the surrounding environment to the user ICT
experience should avoid to forget the environmental footprint, identifying solutions to exploit
resources efficiently and favour sustainability, in line with the Green IT and energy efficiency
requirements.

2.3 Social Interaction

Social Interaction is the natural need of humans to belong to some form of society, from a small scale
(a family, a group) to a larger scale (a community, a Country), in response to the continuous search for
support, discussion, comparison and opinion exchange with other persons. This need takes a
completely new connotation with the recent technology advances. In particular, it is worth mentioning
here the tendency for social networking, so highly popular nowadays amongst younger generations,
and the trend towards virtual interactions in cyber-realities where all aspects of life can be artificially
re-constructed, through the creation of virtual identities or avatars (Second Life). The web is now used
in a participative mode, as testified by the success of a number of applications such as Wikipedia,
blogs, MySpace, Facebook, YouTube, GoogleMaps, etcetera. In this framework, other foreseen trends
are enhanced reality (with brain electrochemical stimulation), and augmented reality (combination of
real and digitally modified identities and environment). Of course, although we focus here on the more
technologically oriented evolutions, this does not mean that real interactions among human beings
should ever be replaced by their artificial counterparts.

2.4 Working Life

Working Life is the need for self-fulfilment and self achievement realized through working activities,
which enables to exploit talents and education, contributing fundamentally to self-esteem. The need
for a satisfactory working life is reflected in an important ICT trend, that we can identify as e-
Business, comprising home-based or mobile-based teleworking, broadband connection between
different enterprise premises, remote training, videoconferencing, etcetera. The nomadic use of ICT
will challenge the meaning of “‘being at work’.

2.5 Transactions

Transactions are the need of humans to be supplied with services and goods in order to satisfy
material/immaterial desires. ICT can be of help here with the supply of a host of e-commerce tools,
that can be used in business, private, or consumer contexts. Home banking is but one example.

2.6 Entertainment

Entertainment is the need for amusement and hobbies, to aliment the innate human tendencies towards
recreation. In partial overlap with the social interaction need when applied to the personal sphere, the
necessity for entertainment is one of the most typical goals of ICT services, taking on various forms
such as on-line gaming, portable consoles, mobile TV, P2P downloads, MP3 players, social
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networking (YouTube, Facebook, SecondL.ife), etcetera. Indeed, social networking is a direct response
to the entertainment need.

2.7 Security and Privacy

Security and Privacy are primary needs of any person to feel protected during any aspect of life. In
particular, this translates into the need for preserved secrecy on private data, which becomes a real
social challenge in an era where communication of personal digital data is at the centre of many
applications, especially web-based Internet applications. The success of social networking websites is
the most evident example of the dissemination of private data over the Internet; search engines get and
store data after every query, the content of personal e-mails is stored in remote servers and in some
cases scanned for commercial and security reasons. Moreover, the user-friendly tools typical of the
new, second-generation Web have made the Internet a platform for a growing number of financial
transactions, ranging from purchases of goods to money transfers between electronic bank accounts. In
the digital economy, public authorities have the responsibility to make sure that citizens can trust the
use of the Internet, combating cybercrime, avoiding episodes of personal identity theft and of malware
(malicious software) dissemination via spam and website attacks, and improving at the same time the
authentication, validation and digital identity management for high level transactions (Internet
banking).

2.8 Health and Wellness

Health and Wellness is the last but fundamental need of humans for truly satisfactory livelihood,
which should be provided anywhere and anytime thanks to the ICT enablers. As a prominent example,
e-health applications remotely assist patients, for example exploiting body area networks capable of
monitoring vital parameters. E-heath ICT is the response to critical social challenges such as home
care (or domiciliary care), i.e. health care or supportive care provided in the patient home by
healthcare professionals, and independent living, i.e. supporting assistance to disabled people. All of
this at a significantly reduced social cost.

2.9 The ICT role in satisfying the personal needs: the future Internet

ICT can indubitably be considered as an enabler for satisfying these user needs via different forms of
response, as outlined above. Europe is investing considerably in research activities in these fields, to
devise novel and efficient applications in response to the user primary needs and to solve the social
challenges posed by continuous evolution and innovation.

However, scientific research is not the only measure. For the first time, a conspicuous effort is being
directed towards investing on ICT infrastructures, via the so called European structural funds. Indeed,
20% of the overall budget for 2007-2013 must be devoted to the introduction of ICT innovation. This
European cohesion policy aims at ensuring that less developed regions, and regions confronted with
serious structural change, can improve and contribute to European competitiveness. This fact will be
essential to support the major investments needed to create the basic ICT backbone able to sustain the
entire ICT evolution in the next future, i.e. the high-speed Internet architecture and telecom
infrastructure. Founding the Internet of the future is one of the main challenges of the European i2010
strategy, which will contribute in accelerating the pace of change. Indeed, the sheer scale and
complexity of nomadic computing and the new forms of the future Internet, will place the existing
Internet architecture under strain, requiring quantum leap progress in terms of scalability, mobility,
flexibility, security, trust and robustness. Considering the 8 personal needs described above, we can
observe that the concept of future Internet can be seen as a common denominator for their satisfaction,
since:

- it provides the platform for applications and data storage for information and learning,

- it provides the most part of the contents that the user may want to receive while on-the-move

and the reference structure for environmental fitness
- itis the central stage for ICT social interaction via the social web
- itisanew unavoidable platform for professional tele-work
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- itisthe new digital enabler for e-commerce transactions

- it provides new means to entertain, such as IPTV, communities, chats, on-line gaming

- itembodies the need for security and privacy

- it provides the platform and enabling data storage for remote health and wellness applications

It is very interesting to note that this technological evolution is very much felt also at the highest
political levels, as testified for example by the recent communication of the Commissioner for
Information Society and Media, [4]: "The Internet of the future will radically change our society”
[...]Jproviding “seamless 'anytime, anywhere' business, entertainment and social networking over fast,
reliable and secure networks. It means the end of the divide between mobile and fixed lines."

The concept of pervasive Internet is the cornerstone of the network-based society, as foreseen in the
European i2010 priorities [3][5]. This is achieved through widespread provision of low-cost, wired
and wireless, broadband connectivity, merging fixed and mobile communications. Convergence is
blurring the market boundaries between telecoms, consumer electronics, media services and Internet
companies, posing a new socio-economic challenge: keeping the Internet open with competition while
remaining effective. Besides strongly impacting on societal innovation via its obvious economic
effects on markets and the involved enterprise realities, the Internet of the future will transform user
lifestyles.

Of course, the definition for the “Internet of the Future” is far from being obvious, and certainly not
unique. Instead of attempting at this exercise, we can at least describe some of the most significant
aspects that find broad support as important elements of this future network of networks [6], [7]:

e participative web, i.e. transformation of the Web from a network of separate applications and
content repositories to a seamless and interoperable whole, with Social Network Sites at its
basis;

e semantic web, whereby data is enriched by meta-information to allow efficient content search
and filtering, in a common framework that allows data to be shared and reused across
application, enterprise, and community boundaries, with semantic application platforms and
statement-based data-storage (distributed semantic databases);

¢ intelligent applications, consisting in natural language processing, machine learning, machine
reasoning, and autonomous agents that process meaning to enable the semantic web;

e open technologies, i.e. open APIs (Application Programming Interfaces) and protocols,
widgets (portable code that any user can install and execute on its webpage), open data
formats, open-source software platforms, and open data;

e network computing, i.e. Software-as-a-Service (SaaS) or cloud computing, the shared use of
distributed computing resources as an alternative to in-house IT applications using local
servers and personal devices (offering scale flexibility and cost-efficiency), which translates
into Web services and distributed computing (for example, grid computing is a form of
distributed computing whereby a "super and virtual computer" is composed of a cluster of
networked, loosely-coupled computers, acting in concert to perform very large tasks);

e portable identity (to allow Internet users to log on to many different web sites using a single
digital identity) and roaming of portable identity and personal data;

e ubiquitous connectivity, i.e. broadband adoption and mobile Internet access via mobile and
portable devices.

It is worthwhile noting that also in the business arena social networking tools, collaboration, together
with the emergence of the SaaS concept, will lead to a new generation of computer services available
on demand and with much reduced overheads. Internet-based enterprise software is expected to grow
worldwide at a rate of about 15% in 2006-2011.

It is evident that these expected developments of future Internet applications and services will generate
unprecedented volumes of IP traffic, requiring significant strengthening of transport capacity both in
the core and at the edges of the network. To fix ideas with numbers, it is useful to quote a recent Cisco
white paper [8], focusing on estimates of IP traffic in 2012.
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- Annual global IP Traffic will exceed half a zettabyte (10%* bytes) in four years. At just under
44 exabytes per month, the annual run rate of traffic in late 2012 will be 522 exabytes per
year. A zettabyte, or 1,000 exabytes, will be the new milestone to look for beyond 2012. IP
traffic includes both Internet traffic and traditional telecom/broadcast traffic transported over
IP. The Internet itself in 2012 will be 75 times larger than it was in 2002. Internet traffic will
generate 28 exabytes per month in 2012, the equivalent of seven billion DVDs each month.

- Global IP traffic will nearly double every two years through 2012. Total IP traffic in 2012 will
be four times larger than it is in 2008. Growth will be driven by high definition video and
high-speed broadband penetration, at a compound annual growth rate (CAGR) of 46 percent.

- P2P is growing in volume, but declining as a percentage. P2P file sharing networks in June
2008 are carrying 600 petabytes per month more than they did in June 2007, which means
there is the equivalent of an additional 150 million DVDs (1 DVD contains approx 4 Gbytes)
crossing the network each month, for a total monthly volume of over 500 million DVD
equivalents, or two exabytes. Despite this growth, P2P as a percentage of consumer Internet
traffic dropped to 51 percent at the end of 2007, down from 60 percent in 2006, and is
estimated to drop to 44 percent by the end of 2008. The decline in traffic-share is due
primarily to the increasing share of video traffic. A secondary factor in the decline is a trend
toward web-based file sharing in place of P2P file sharing in some regions.

- Internet video is now approximately one-quarter of all consumer Internet traffic, not including
the amount of video exchanged through P2P file sharing. Internet video was 22 percent at the
end of 2007, and will reach 32 percent by the end of 2008.

- The sum of all forms of video (TV, VoD, Internet, and P2P) will account for close to 90
percent of consumer traffic by 2012. Internet video alone will account for nearly 50 percent of
all consumer Internet traffic in 2012.

- YouTube is just the beginning. Online video will experience three waves of growth. Even with
a six-fold increase between 2007 and 2012, current Internet video growth is in its initial
stages. Internet video to the PC screen will soon be exceeded by a second wave arising from
the delivery of Internet video to the TV screen. Beyond 2015, a third wave of video traffic will
result from video communications.

- Video communications and dynamic video content will ultimately test the Internet more than
pre-recorded video content. Service providers have a host of options available to help ease the
burden of on-demand video traffic. Real-time video communications, on the other hand, will
be a bandwidth burden with few remedies.

- Mobile data traffic will double each year from now through 2012. Mobile broadband-enabled
laptops are creating sharp increases in mobile traffic. Mobile operators in many parts of the
world are offering mobile broadband services at prices and speeds comparable to fixed
broadband. Though there are often data caps on mobile broadband services that are far lower
than those of fixed, some consumers are opting to forgo their fixed lines in favor of mobile.
This has a familiar ring to it from the mobile voice substitution effect that began in the late
nineties and is continuing today. As a result of the mobile broadband substitution effect,
mobile data traffic in 2012 will be over twenty times what it is today.

- Business IP traffic will grow at a CAGR of 35 percent from 2007 to 2012. Increased
broadband penetration in the small business segment and the increased adoption of advanced
video communications in the enterprise segment will result in a CAGR of 35 percent for
business IP traffic from 2007 to 2012.

- TelePresence will start to be a significant driver of enterprise IP network traffic by 2012. In
2012, the amount of TelePresence traffic on enterprise WANs will be more than five times the
volume of the entire U.S. Internet backbone in 2000.

But this is not the end of the story. In fact, all of the above can be considered as an Internet of
Humans (loH), where the presence of the human element is always very close to the network and to
the application. A whole new picture opens up when the main objective becomes the interconnections
of objects, in a so-called Internet of Things (IoT). 10T entails seamless and self-configuring
connection of devices, sensors, objects, rooms, machines, vehicles, etc. through fixed and wireless
networks, based on machine-to-machine communications and RFID smart tags. The use of electronic
tags and sensors will serve to extend the communication and monitoring potential of the network of
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networks, as will contribute to the introduction of computing power in everyday items. Advances in
nanotechnology (i.e. manipulation of matter at the molecular level) will serve to further accelerate
these developments [9]. The loT concept finds particular relevance in a host of applications, such as
for example:

e transportation through intelligent cars, logistics and traffic systems

o environmental fitness through smart buildings

e security systems

¢ health monitoring
loT will represent an unprecedented challenge in terms of scalability, connectivity, security of the
network.

2.10 The enabling technologies

We conclude this Section by a quick overview of the available technologies that must be leveraged
upon to realize the practical implementation of the described ICT evolution in the pursuit of user needs
satisfaction.

- Broadband core network technologies. Here, the undisputed queen will be the optical
communication technology, the only capable to sustain the immense traffic offer that the
future Internet will generate. Advances in optical fiber process, laser characteristics, dense
wavelength division multiplexing techniques, optical switching and signal processing will
bring enormous benefits in handling Tera-bps flows with sustainable power consumption.

- Access technologies. This will be the arena for fierce competition among several technologies,
such as xDSL, fiber-to-the-home, wireless, and satellite, with broadband data rate that will
range from 30Mbps up to 10Gbps. Wireless technology, the focus of the NEWCOM-++ NoE,
may be seen as the more flexible and economic of all the alternatives. The network of the
future will be prevalently constituted by an optical core network terminated at the edges by
broadband wireless access.

- Media and broadcasting of digital content via satellite (DVB-S2, DVB-RCS with mobile
extension, DVB-SH), cable (DVB-C2), and terrestrial networks (DVB-T2, DVB-H), along
with the advent of high definition and 3D standards, and IPTV delivery via the Internet.

- Software technology, through the already discussed concepts of network computing, SaaS,
Web Services, Service Oriented Architecture (SOA), Semantic Web, Distributed databases,
open source.

- Embedded systems and sensor networks, to embed sensing and intelligence in materials and
environment, in line with the 10T and ambient intelligence trends. An example is provided by
the deployment of passive RFID tags. Miniature wireless chips are being embedded in objects,
such as security passes or medical devices, to provide broad access to digital content in the
physical world (e-health). Ultra wideband (UWB) technology is also worth to be mentioned,
often used in conjunction with RFID technology for high precision e-health applications.

- Nano-technologies, providing the necessary electronics and miniaturization to enable a myriad
of new applications, including the embedded utilization of tags and sensors. Indeed, advances
in nano-technologies will imply that smaller and smaller objects will have the necessity to
interact and connect to the network, from local area networks to homes and offices, further
down to personal and body area networks, and conceivably down to networks of nano-
systems.

- Location and positioning technologies, exploiting a combination of satellite-based navigation
systems (GPS, Galileo, Glonass, etcetera) and of terrestrial positioning methods, exploiting
cellular and wireless networks.
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SECTION 3 — MAJOR TRENDS IN THE ICT WORLD

We must now take on an original point of view and try to give a fresh reading of the above discussion
on the European ICT context, identifying what we believe are the underlying and unifying major
trends. We have seen that there exist many trends, in response to various personal needs, and it is
difficult or even unnecessary to give a ranking, but it is possible and useful to try to classify them in
order to make the discussion more interesting and organized. It is clear that from the point of view of
NEWCOM-++, we will always have to specify clearly where and how each specific trend has a bearing
onto wireless systems.

We elect to say that the two main forces which are governing the revolution brought in by ICT
technologies are personalization and distribution. Using a biological metaphor, we can think of
personalization and distribution as the two strands, the two filaments, in a DNA structure, upon which and
through which other trends are formed. This is what we call The DNA of ICT evolution, represented
pictorially in
Figure 2. The two filaments generate and are linked by the bases, each one corresponding to a major
ICT trend. Therefore, in the following we will identify personalization and distribution as meta-trends,

or “trends of trends”.

cognitivity
opportunism

cooperation

niatu nzaton o

mi

convergence

Figure 2 — The DNA of ICT evolution

Before we get into the more specific elements of the DNA of ICT evolution, let’s dwell on
personalization and distribution to give a rationale to our statement on their importance.

3.1 The Personalization meta-trend

The success of the industrial society was based on the mass production of goods at low cost, to be sold
to a consumer market with homogenized tastes and desires. This paradigm today is completely
reversed. The strategy is to go to the person, produce for the individual, satisfy specific needs, segment
the market into small niches each tailored to a particular group of persons. This is all made possible by
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the fact that today it is feasible to produce at low cost with flexibility and modularity. Now, this trend
is clearly reflected in the world of communications. Since the advent of mobile telephony, also
identified as personal communications, we do not call a location, but an individual. We are now used
to see the number that is calling us, associated to a person in our phonebook, and we decide whether to
take the call or not. We select a specific tariff structure, suited to our calling profile, and we may even
have lower tariffs when we call specific groups of people. In terms of accessing the Internet, we start
from our preferred home page, we can browse over portals shaped according to our own profile, we
can select our favored content from a huge offering, we can even become content producers by
uploading pictures and movie clips. The individual has become a source of information, and not only a
sink to be filled with advertisement. Even when watching TV, we now have at our disposal a growing
number of on-demand offerings, from which we can freely select. The individual is more important,
enjoys more freedom, is much more active than it was in the past.

3.2 The Distribution meta-trend

Another fundamental ingredient of the industrial society was the concentration of resources and
intelligence into a few centres. This made interactions and investments more efficient, while also
increasing the risk associated to losing a centre, and caused large movements of people (the first of
which was the move out of the country into cities). The structure of companies was based on rather
rigid pyramids, with very specific work functions and descriptions, and linear work flow procedures.
Again, also this paradigm is reversed in the information society. Today, there is a clear trend towards
the distribution of resources. In the world of manufacturing, it is customary to have parts produced in
geographically distant premises. This reduces costs and creates a global economy where effects
propagate unboundedly. Intelligence is distributed and decisions are obtained through a network of
interactions. This adds greatly to the responsibility of each person in the organization, and the work
functions become ever more flexible. This also creates a need for continual education, for it is not
possible to adapt to the fast dynamics of the current societal evolution if one considers that his/her
training ended in school. Companies’ structures evolve from pyramids into networks of intelligent
nodes, and the structure may evolve on a per product basis. The more futuristic version is the virtual
company, where different entities join into specific ventures which only have the lifetime of a product
life cycle. It can be stated, without the minimal shade of doubt, that all of this is resting upon ICT
technologies. The network of people relies on the telecommunication network, and in the future, the
same will happen for the network of things, also known as machine-to-machine communications. A
distributed society, a distributed company need to find the necessary information anywhere they might
reside. This is only possible thanks to the Internet and the associated search engines which allow to
have nearly all the information in the world at one’s fingertips. Intelligence is pushed to the edges,
which reduces the risk associated to the loss of any network node, but at the same time requires a new
ethical code, as well as security in communications. Networks evolve from heavy infrastructures to
lightweight ad-hoc self-organizing topologies, where the role of operators needs to be defined anew.

As in the DNA structure, the two fundamental strands of personalization and distribution are actually
running into opposite directions, i.e. they are the anti-parallel support of the ICT DNA double helix. In
fact, while personalization implies a local view, distribution naturally translates into a global reality.
Therefore, ICT is imposing on society a complex organization, whereby the global truth is formed
through belief propagation from individual nodes which intelligently work within their local
boundaries. As we will see later, this has much to do with the concepts underpinning iterative
processing algorithms.

3.3 The trends of ICT evolution

The two meta-trends of personalization and distribution can be combined in various ways to form the
trends of ICT evolution, which in our DNA metaphor correspond to the bases, the sequence of which
identifies the genetic code. The following is our elected list of ten trends: Ideal performance, Ubiquity,
Flexibility, Complexity, Cognitivity, Opportunism, Cooperation, Security, Miniaturization, and
Convergence. Let’s dwell on each in turn.

Deliverable DI.6.1
15/43



216715 NEWCOM™ Dl.6.1

3.3.1 Ideal performance

The search for the ultimate ideal performance is the major force behind the evolution of any technical
or technological system. It appears to be in the nature of the human kind to strive for the extraction of
the maximum possible output, the optimal exploitation of resources, with the largest possible
efficiency. This requires knowledge of the ultimate performance boundaries. In the case of
communications, the boundaries are the object of Information and Communication theories, which in
many instances do indicate where these limits are. The trend is therefore towards achieving the
performance limits set by Information Theory. How does this link to the two meta-trends? The
optimization of performance requires perfect fit to the specific communication conditions (propagation
channel, interference, transmission format, etcetera), which can be interpreted as matching the
individual user needs and constraints. This is part of personalization. On the other hand, the limits set
by Information Theory are not restricted to a single link, but can and should be extended to the more
complex case of networks. In this case, achieving the optimal limits requires global optimization, to
balance fairness and overall throughput, with distributed intelligence. This is evidently part of the
distribution meta-trend.

3.3.2 Ubiquity

The trend towards ubiquitous communications, the overused “Anywhere, anytime” motto, has been
the driver for the evolution of cellular communications since the 70’s. Coverage is today extremely
good in most urban areas, and surprisingly good in unexpected locations, even though obviously gaps
remain in developing parts of the world. What is yet necessary is to sharply increase the geographic
spectral efficiency (in bit/s/Hz/km?), to provide ubiquitous broadband wireless access. Associated to
ubiquity, we find mobility and pervasiveness. Mobility is the trend towards communication systems
which can interconnect terminals moving at any speed, including all types of vehicles, trains,
airplanes, ships. Pervasiveness is the trends towards finding connectivity all around us, in a truly
wireless ambient. This concept has many important social implications, as already discussed in
Section 2. Essentially, by living into a collaborative wireless ambient, the individual can benefit from
optimized environmental fitness, which satisfies a basic human need. This is clearly a specification of
the personalization meta-trend. At the same time, this personal fitness can be carried along in any
location, becoming ubiquitous fitness, an evident derivation from the distribution meta-trend. Even
though ubiquity and distribution may seem very similar concepts, we separate them by limiting the
interpretation of ubiquity to the pervasiveness of wireless networks, and by attributing to distribution
this and all other implications related to social aspects, work organization, global economy, etcetera.

3.3.3 Flexibility

Along with the search for Ideal Performance, this is also a major trend in the evolution of any
technical system. All engineering systems start as rather simple and rigid, performing but a few
functions, with limited scope for modifications in response to user needs. In the course of its
development, the system acquires more and more functions, more and more options, which can be
selected flexibly depending on instantaneous necessities. This is a very strong trend in wireless
communications. Transmission systems, protocols, and terminals, are being designed as reconfigurable
entities, with capabilities that can be flexibly adapted to the conditions set by the propagation
channels, the transmission buffers, the spectrum availability, the interference environment, the desired
quality of service, etcetera. Dynamic spectrum assignment strategies are being devised and starting to
find their way into regulatory policies. Digital electronics capabilities are exploited to design software
radios and flexible radios. Even analog electronics is now being bent to the requirements of designing
flexible RF front-ends, with reconfigurable filters over large bandwidths. It is an easy task to map the
trend towards flexibility as a direct son of the personalization meta-trend. In fact, it is obvious that
flexibility is only useful if it is used to accommodate individual conditions and needs. On the other
hand, it may be harder to describe the connection with the distribution meta-trend. However, flexibility
at system level requires knowledge of all local conditions, in order to find a global optimum satisfying
the requirements of the entire user population. Therefore, we can say that global flexibility is related to
the trends towards distribution of intelligence, where as a minimum each user must sense its own
environment and feed back this information to peers or to base stations. Also, the trend towards
flexible network topologies is clearly out-spinning from the distribution meta-trend.
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3.3.4 Complexity

Technical systems always evolve towards increasing levels of complexity, as functionalities increase
and performance improves. On the other hand, technological complexity can become a major hurdle in
its usability. Therefore, while internal complexity increases monotonously, there is a contextual trend
towards the simplification of the human-to-machine interface. Complexity and simplicity must live
together in harmony. As complexity grows, we must face the danger of increasing energy
consumption, which could make entire systems unsustainable. A clear trend towards the design of
“green” technical systems is growing powerfully nowadays. We could say that energy consumption is
to complexity as energy saving is to simplicity. Mapped onto the world of wireless communications,
complexity is visible in systems, protocols, terminals, network equipment, essentially in every
element. The need to simplify is stringent for user terminals, but also for network management. And
we can say that “green” communications are emerging as very hot area of research and development.
The relationship between complexity and the personalization meta-trend is inherent in the fact that we
do not accept standard and rigid solutions, but rather we always look for configurations which are
adapted to individual needs. A personalized solution is always more complex than a standard item.
The key enabler for the realization of complex systems is the fact that today we are able to produce
personalized objects in a very cost effective manner. It is also true that, in many instances,
personalization is perceived by the final user, but it is in reality a specific combination of a few
standard objects. In view of the distribution meta-trend, it should be apparent that distributing
intelligence, responsibilities, management functions, all translate into a more complex system. In this
case, complexity also brings in the concept of emergence: the arising of novel and coherent structures,
patterns and properties during the process of self-organization in complex distributed systems.
Emergence can be weak when it can be reduced to its elemental parts, or strong when irreducible.
Irreducible emergence can be thought of as an independent system, living a life of its own.

3.3.5 Cognitivity, self-organization and bio-inspiration

As complexity of systems grows larger, control becomes more and more difficult. At a first inspection,
it would be desirable to be able to set rigid rules to which all system elements should abide. This has
worked in the past and still does today. However, this can only be pushed to a limit, when exceptions
to the rules become frequently necessary, but difficult to handle, and the overall efficiency is severely
degraded. Also the system may become extremely large, and scalability of control becomes a major
issue. Or, finally, flexibility demands may pose tremendous challenges to setting correct and efficient
rules. In front of all of these difficulties, we are turning our observations to nature, where incredibly
complex beings live apparently without any form of rigid control. This is the source for bio-inspired
algorithms, techniques, and protocols. We see that life in nature is self-organized, and we can try to
apply self-organization into devices, networks, and systems. And clearly, the most beautiful and
powerful example of self-organized system is the human brain, with its capability of cognition.
Therefore, the extreme finalization of this trend is to endow devices, networks and systems with
cognitivity, i.e. the cognition capability. Hence the example of cognitive radio, where radio spectrum
is not assigned a priori, but is cognitively selected based upon observations of the wireless
environment. Seen through the light of the personalization meta-trend, we can see that we are actually
turning our network nodes and devices into primitive forms of “persons”, with a certain amount of
artificial intelligence that allows them to “think” and make decisions with a certain degree of
autonomy. In the Internet of Things, the human element largely disappears, and the network is
completely populated by artificial beings, or agents, which carry out functions to achieve specific
objectives. The distribution meta-trend is related very closely to the concept of self-organization,
where local realities and decisions contribute, through message passing, to the global behaviour. This
can be brought to the extreme where the overall objective functions, such as for example the
estimation of a parameter, are elaborated only in a distributed manner, and the final result is not
necessarily collected at a fusion centre, but can itself be distributed into the network.

3.3.6 Opportunism

With increasing degrees of distributed intelligence, flexibility, and complexity, it becomes crucial to
execute operations not at any generic time instant, but when and only when the conditions are optimal.
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In other words, it becomes necessary to catch the opportunity for performing a specified task in the
most efficient manner, and with the largest associated benefit. Indeed, all systems are dynamically
varying in several dimensions (as a minimum, time), which means that conditions will fluctuate and
opportunities will be created. To use a dimension or another, depending on the underlying conditions,
can be interpreted as a form of diversity. Therefore, opportunism is a way to exploit diversity,
choosing from time to time the path which offers the minimum resistance to our action, and thus
optimizing the use of resources. In a sense, opportunism can be seen as the opposite of the brute-force
approach, where exploitation of resources is total and completely independent of the ensuing
conditions. The beauty of this is the fact that, in a network (be it technical or social) the total amount
of resources is limited, so if each one use the minimum necessary to achieve its own purposes, then the
overall efficiency is maximized. In other words, the use of brute force from any single individual hurts
the entire network. In wireless systems and networks, and particularly in the family of Beyond 3G
cellular networks, opportunism has become a major flagship for resource assignment, scheduling, and
multiple access. Resources are given dynamically to those terminals which are at a particular instant
enjoying the best channel conditions, which will allow to serve them with the minimum effort and
maximal efficiency. In order to avoid that some terminals are always left out of the game, opportunism
should always go along with fairness, implemented in one of its several possible embodiments. In this
specific case, the personalization meta-trend materializes in the fact that we go after the opportunity
which is occurring for a specific individual, knowing that it will only last for a limited window of
time. On the other hand, we want to be fair to all users, and as such protocols and strategies are ready
to consider also the needs of those for which opportunities do not seem to happen, at least not with
sufficient frequency. In terms of the distribution meta-trend, we observe that opportunities may also be
visible at a local level. This is because, to enable scalability, it is not conceivable that all information
be collected in a single decision making node. Therefore, decisions to seize specific opportunities
should be taken locally, with feedback on instantaneous conditions transmitted only when and where
necessary, possibly on short legs to minimize latency and thus maximize network reactivity. Hence,
opportunism must go along with distribution.

3.3.7 Cooperation

Cooperation can be seen as the virtuous consequence of awareness. If an individual, or an entity, is
isolated, it can only work for its own specific goals. On the other hand, even if the entity is not
isolated, but is unaware of the needs, or even the sole presence, of other entities around it, it will
behave exactly as it did in isolation, working undividedly towards the achievement of its objectives.
Only when an entity becomes aware of the presence, requirements, and needs of other entities around
it, then it can realize that working in isolation may not be the most efficient way. Even the objectives
are modified, at least because one sees not only its own objectives but also those of others, thus
creating the notion of global objectives. Awareness generates a change of perspective, which can lead
to various forms of cooperation amongst the individuals. Cooperation requires trust, fairness, and
regulation, in order to ensure that all individuals benefit from the process. Cooperation in wireless
communications can, for example, take the form of relaying the information sent by another user, in
order to help it reach the final destination. In this way, the cooperating node is spending part of its
resources not to achieve its own objectives, but rather to help another node do so. In return, it will trust
that the situation will reverse when its own opportunity comes along. It is clear then that cooperation
and opportunism go together, as the mechanism for cooperation will adapt itself to the underlying
conditions which will vary dynamically over time. Other interesting forms of cooperation can be
envisaged for virtual beamforming, virtual MIMO, collaborative positioning, etcetera. Cooperation is
an act between individuals, and as such it possesses intrinsically the character of the personalization
meta-trend. The personalized network entity is aware of the other entities, cognitively decides that it is
useful to cooperate, trusts the other entities, and expects to receive mutual benefits and to achieve its
own goals while contributing to the global goals. This comes very close to the description of the
behaviour of a person in a social network. On the other hand, the exploitation of cooperation means,
once more, that the operations in the network do not belong to a single terminal and a single central
control entity, but rather require the involvement of a multitude of actors, distributed of the area of
service, whereby decisions and operation occur as the result of the overall interaction. This is clearly
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in line with the distribution meta-trend, and we can say that cooperation without distribution is
impossible, and distribution without cooperation is less effective and not exploited to its fullest.

3.3.8 Security

We must also recognize that, in front of all the positive aspects brought in by the personalization and
distribution meta-trends, there is also an associated increase in the risk of misuse of ICT technologies.
Centralized control may be bulky and in some cases unfair, but it can also serve as a guarantee for
secure transactions, which can be protected more easily by various kinds of threats. On the other hand,
when organizations become distributed, when decision making is the result of consensus, when
resource management requires information from the edges, then it is clear that there are so many more
possibilities for an alien to come in and disturb or deviate the process far from its intended objectives.
And since there is a trend for personalization, any individual or any entity is up front with all of its
features, which can be stolen or misused in many ways. Therefore, the meta-trends of personalization
and distribution require that much attention is paid to ensure security, guarantee privacy, defy
malicious attacks, propagate trust. This applies to society in general, and certainly it does also to
wireless communications, which traditionally have been the weak side of network security. One
special word for trust: it is not just a matter of making sure that content is encrypted, that access is
conditional to authentication, that sensitive data is not exchanged (or at least not frequently). It also a
matter to make sure that the final user perceives that using ICT technologies is secure. In other words,
there must be trust in ICT technologies, or else the uptake will always be below expectations, and the
impact much more limited than the potential.

3.3.9 Miniaturization

In the evolution of technology, we always see a trend towards miniaturization, as the results of
improvements in the processes and in the understanding of the underlying physics. This has held
marvellously in the case of digital electronics, where the scale of integration of ICs (Integrated
Circuits) has grown exponentially through the years. Digital ICs are horizontal enablers for the
progress in wireless communications, not only from the technical point of view, but also from the
economic side, given that the cost of 1Cs has also decreased steadily through the years. And the end is
not in sight: with the rush for nanoscale devices, unprecedented improvements are yet on their way.
Also, circuits built on organic materials promise to change forever the notion of “hard